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Cybersecurity onboard ships

Key issues
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Overall evolution

2 Cyber-risk

Automation/ digitalisation exposure

Interconnections
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Key systems at risk

Satellite communications

Bridge systems
Navigation, manceuvre,
communications

Onshore-sea communications
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Critical systems
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Loading software
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Threats X Vulnerabilities X

Menace vulnérabilité

Impact
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REAL CASES

= STUXNET, 2009

» MAERSK massive cyberattack of June 2017 (NotPetya
ransomware)

= Cyber attacks on ports : Anvers (2011), Barcelona and San Diego

= AIS deception (to circumvent embargos), AlS data use for piracy
purposes

= GPS spoofing and jamming in the Black Sea (2017)
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Texas University-GPS spoofing of a 213 ft. yacht (2013)
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https://youtu.be/ctw9ECgJ8L0

Vulnerabilities

Organisational

Technical
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Entities involved

ANSSI
Cybersecurity
industry
Ministry for trar sport é
PM servicas Companies asurers

French Navy
Classifice tion societies

Gendarmerie
maritime :
Shipyards
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Setting up cybersecurity

Systems assessment Basic measures and

Governance principles
Dataflow supervision
Physical protection
Preparing
(

Continuous oversight
Suspicious activities

Contingency activities
Restoring operations
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Cybersecurity in France
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Issues to address

Classificatio

o e Training

Awareness

W

Regulation
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Oversight

IMO/EU
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Conclusions

The cyber threat on the maritime sector is credible and persistent
Digitalisation entails growing and emerging risks
Three pillars :

= QOrganisation and management
= technical solutions tailored to ships’ specific needs

* Vigilance and training

Room for improvement
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Worth reading
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GUIDE DES BONNES PRATIQUES
« CYBER SECURITE » DE SECURITE INFORMATIQUE

« CYBER SECURITE » A BORD DES NAVIRES

EVALUER ET PROTEGER LE NAVIRE

RENFORCER LA PROTECTION DES SYSTEMES
INDUSTRIELS DU NAVIRE

Editon Janvier 2007

DGITM / Direction des Affalres Maritimes

DGITM / Direction des Aftaires Maritinses

https://www.ecologique-solidaire.gouv.fr/surete-maritime

THE GUIDELINES ON 'H [dst] ...
CYBER SECURITY ONBOARD SHIPS o s
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Code of Practice
Cyber Security for Ships
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Code of practice:cybersecurity for ships
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https://www.ecologique-solidaire.gouv.fr/surete-maritime
http://www.ics-shipping.org/docs/default-source/resources/safety-security-and-operations/guidelines-on-cyber-security-onboard-ships.pdf?sfvrsn=16
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/642598/cyber-security-code-of-practice-for-ships.pdf

Any questions 7?...
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